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In this report, we provide a snapshot of the social media landscape including a summary of the largest providers, discuss
strategies for the proper use of social media, and highlight some of the many risks inherent in using social media from a
company and career perspective.

Introduction
The term “social media” includes such software programs and applications as Facebook, Twitter, LinkedIn, Yelp, Vimeo,
Google Plus, YouTube, Instagram, Snapchat, and thousands more. Each of these programs has users numbering in the
millions or even billions, including employees that work for you. As with any communication technology, new media forms
bring with them considerable opportunities as well as risks. Just as telegraph transmissions, phone calls, and emails carried
with them unique opportunities and liability exposures, so too does social media. As this material will share, the nature of
those risks hasn’t changed all that much, but the environment in which they are incubated has changed considerably. A
great deal has been written about both the business implications and pros and cons of using social media to help brand
your company or career. We will summarize these insights but also focus on a much smaller subset of concerns; specifically,
the liability exposures created by these media, and how they impact how you manage employees and your career.
Social media has exploded on the scene because it: (1) is inexpensive, (2) is accessible to all, (3) is easy to use, (4) is farreaching, and (5) allows for instant feedback.
Some quick statistics:
72 percent of all Internet users are now active on social media.
18 – 29 year olds have an 89 percent usage.
Age 30 – 49 bracket sits at 72 percent.
50 – 60 year olds are at 60 percent.
In the 65-plus bracket, 43 percent are using social media.

Social Media Programs
First, a primer on these programs and tools for the uninitiated. Those who do not use social media may not fully
understand it, but it is still important to understand its business implications.
Blogs, or online diaries, are among the most used form of social media. According to WordPress, one of the largest
providers of blog sites, over 409 million people view over 16.3 billion pages each month. Other blogging providers include
Blogger and SharePoint. According to Google, the definition a blog is “a regularly updated website or web page, typically
one run by an individual or small group that is written in an informal or conversational style.” Blogs are not limited to
individuals or small groups, however, as many multinational corporations maintain blog sites as well.

Edition: 02.1214

1

SOCIAL MEDIA USE AND RISKS
According to Digital Insights (http://blog.digitalinsights.in/social-media-users-2014-stats-numbers/05205287.html)
77 percent of Internet users read blogs. A good blog site is a great marketing tool for many companies, and one of the
primary ways to generate an online conversation and brand.
Facebook is an online social networking service started in 2004 and headquartered in Menlo Park, California. Its name
comes from a colloquialism for the directory given to students at some American universities. Facebook has over 1.28
billion active users worldwide with 1 billion having mobile access. There are 170+ million U.S. users every month, with the
fastest growing demographic being those 25-34 years old and older. Some 67 percent of social networking is on Facebook.
Facebook introduced “friending,” which allows members to share information with individuals or groups. Facebook is used
by consumers and companies alike.
Google Plus appeared in 2011 and quickly grew into the second-largest social networking site in the world after Facebook.
Approximately 540 million monthly active users are part of the identity service site and interact with Google+’s enhanced
properties, like Gmail, +1 button, and YouTube comments.
Launched in 2010, Instagram boasts 300 million active users and is a social media photo and video sharing site that lets
users edit and share images to their network of followers. Facebook acquired Instagram in April of 2012 for $1 billion.
LinkedIn is a professional networking site started in 2002 and headquartered in Mountain View, California, and is primarily
used for business and professional networking. It has now passed 300 million users with 90 million in the United States and
41 percent of visits via mobile device. There are 2.1 million LinkedIn groups. In 2014, LinkedIn allowed “long form”
communications, allowing users to publish articles and longer commentary. The average U.S. LinkedIn user earns over
$100,000.
YouTube is a video sharing site started in 2005 by three former PayPal employees. It is headquartered in San Bruno,
California, and has been owned by Google since 2006. Over 1.1 billion unique users visit YouTube each month, with 20
percent of them from the United States. Over 6 billion hours of video are watched each month on YouTube — that’s almost
an hour for every person on Earth. Approximately 100 hours of video are uploaded to YouTube every minute.
Twitter is an online social networking service that enables users to send and read short 140-character messages called
“tweets.” It was started in 2006 and is headquartered in San Francisco, California. Twitter has 255 million monthly users with
500 million tweets sent per day. Approximately 78 percent use it on mobile devices.
Yelp, based in San Francisco, California, started in 2004 and publishes crowd-sourced reviews about local businesses. Users
have published over 61 million reviews.
While there are many more social media programs than those listed here, these are most likely the ones that can affect your
company or career.
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Social Media on Work Time?
There is an ongoing debate about whether employers should permit social media use during work time and if so what
restrictions to place on the activity, if any. A recent study of 2,300 employees titled “Employees Rising: Seizing the
Opportunity in Employee Activism,” conducted by Weber Shandwick, revealed a growing effort by employees to use
social media for employee activism. That activism can support or undermine a company. It is an activism being protected
by the National Labor Relations Board (NLRB). Whether due to concerns about activism, wasted time, or other exposures,
many companies have decided to eliminate social media use on company time or company equipment altogether. Others
allow its use only for business on work time. Yet others place no limits on use so long as the work gets done.
According to a Robert Half Technology survey published in October 2012:
31 percent of companies ban social media at work.
51 percent of companies allow it only for business purposes.
18 percent of companies limited personal use.

Social Media and Your Brand
Social media has a great impact on the brand of any company or career and presents both opportunity and risk. A brand is
what other people think about you. Most consumers, employers, and potential partners will do a social media search before
deciding to do business with you. They will form a lasting impression about you in less than a minute. Social media can
position you or your company as thought leaders, and can cause dialogue between you and your customers and prospects.
For example, Zappos encourages all of its employees to use Twitter as a way of staying connected to other employees and
customers. It can help generate leads and business opportunities. However, one poor social media comment, image, or
post can destroy your company or career brand.
Another well-known example of the power of social media is the United Breaks Guitars video that went viral with more than
4 million views. It was alleged that the video post contributed towards United Airlines share price dropping by 10 percent
and costing shareholders a reported $180 million. That is the power of social media and its effect on branding.
When you use social media, write nothing that is inaccurate, untruthful, or otherwise lacks integrity. As Don Miguel Ruiz said
in The Four Agreements, “Be impeccable with your word.” If you’re going to use social media for marketing, then make
sure you provide at least 90 percent hard content and only 10 percent worth of marketing messages. Offer enough valuable
information, so you’ve “earned” the right to follow-up with a pure sale pitch.
The employer’s goal should be to maintain employee productivity and privacy while allowing the conscious use of social
media to help advance company and career interests.
Customers and clients can cause considerable damage to a company’s brand. A Bay Area restaurant was “attacked” by
negative reviews on Yelp, a site that encourages reviews of a restaurant, shopping, and other experiences.
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Rather than fight it, they had their waiters wear shirts with the negative reviews printed on them. It was reported that
another Bay Area bookstore owner couldn’t take the online criticism and ended up in a physical altercation with the
negative “Yelper.” As with the United Airlines example, there is no hiding from today’s social media exposure.
Social media technologies are ripe for such abuse. Fortunately, efforts at sabotage are usually apparent to most consumers,
although not always the case with more sophisticated manipulation. This is one reason we suggest you monitor Google
alerts and social media sites to see if you or your company is mentioned.

The Biggest Risk of All…Not Working
Perhaps an impact on productivity is the biggest and most frequent risk of all. According to all statistics viewed, employees
who use social media spend anywhere from 1-5 percent of their work day on it. Non-productivity is one of the greatest risks
faced by any organization. Assume you have 250 employees, $10 million in payroll, and your workforce spends only 2
percent of its week using social media (all of it for personal reasons). The bottom line impact to the company is at least
$200,000 ($800 per employee), in wasted productivity — and that does not account for the return on investment (ROI)
expected on that payroll. Can any company afford to surrender this much profit margin in today’s hyper-competitive
economy? Fact is, social media use while on work time has a significant bottom-line impact.

Privacy Concerns
A company that digs too deeply into someone’s personal social media activities can expose itself to privacy violation claims.
Employees and job applicants can view it as a form of cyber stalking. These claims may relate to disclosing medical
information or a disability (invoking the Americans with Disabilities Act and a host of other laws), to laws involving
discrimination on the basis of marital status, sexual orientation, race, and so forth. A company that relies on information
obtained from social media sites to make decisions in the hiring process, or to manage its employees on a post-hire basis,
can set itself up for breach of privacy or discrimination claims. The basic rule here is to not go beyond public pages in any
online search. In addition, make sure managers are trained in discrimination laws and privacy laws and how they can affect
hiring and other exposures.
Social media can also create a “false” privacy exposure. For example, Facebook estimates some 8.7 percent or 83 million
accounts are fake.

Poor Conduct
In one case an airline was sued because the male pilots thought it would be amusing to Photoshop the head of their first
female pilot onto the body of a nude model and then share it via company email. To the surprise of many a defendant,
evidence of sexual harassment had been preserved for eventual use in trial — even where the wrongdoing manager or
employee thought it had been erased. As is the case with email, social media has a never-ending shelf life. Today’s athletes,
politicians, and business icons have given us plenty of stories about ill-advised social media posts. Bottom line is once
posted, it’s too late to eradicate and the damage is done. Guard against this. Policies, training, and monitoring are a good
place to start.
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Bottom line is once posted, it’s too late to eradicate and the damage is done. Guard against this. Policies, training, and
monitoring are a good place to start.

Termination Exposures
Employees who are disciplined or even terminated for their social media-based activities can claim that the termination
constituted a violation of public policy, i.e., infringement on privacy rights, First Amendment rights, whistleblower rights, or
they may make a claim on some other grounds. There was a police officer in Oakland, California who sued for wrongful
termination and violation of constitutional rights. He was fired for using the cell phone issued to him for his professional use
because of his excessive texting charges and calls to sex chat rooms during the work day. The officer argued that because he
was given a phone for business it didn’t mean he couldn’t use it for other things, nor was he warned against such personal
use. Fortunately for all his case was dismissed. Exposure to employee lawsuits is just one more good reason to have a social
media policy you enforce, whether employees use their own devices or yours.

Loss of Proprietary Property
We are in an information age. Proprietary property is the lifeblood of many a company and includes everything from patents,
to copyrights, to trade secrets and confidential client information. The wrong tweet or post can cause real damage. One
engineer posted his concerns about his gaming company’s approach to the release of new products, causing its stock value
to fall by millions of dollars in one day. This social media exposure includes employees taking or revealing customer lists,
posting confidential information on social media platforms, and moving data off the company’s network. Many of these risks
can occur post-termination and involve lawsuits.
In Corporate Technologies, Inc. v. Harnett, decided in Massachusetts federal court, the court concluded that an employee
had unlawfully solicited his former employer’s customers by an email blast announcing his new job. Although the employee
insisted he had not solicited the employer’s former customers because they had contacted him, the court was not convinced,
holding nonsolicitation rights “cannot be thwarted by easy evasions, such as piquing customers’ curiosity and inciting them
to make the initial contact with the employee’s new firm.” Social media ratchets up the ways a company can fall victim to the
theft of valuable information.
Conversely, if you have employees who inappropriately place comments in social media that relate to clients, customers,
other employees, competitors, or other third parties, it can provoke lawsuits against you. The worker who talks about a client
he hated or an employee who betrayed him or her, or tries to bash competitor products, may invite lawsuits for slander,
defamation, or interference with business relationships against the employer. Employee posts on social media may also
expose a firm to fines and penalties brought by the Federal Trade Commission (FTC) and other governmental entities.

The NLRB Steps In
The National Labor Relations Act (NLRA), enforced by the National Labor Relations Board (NLRB), prohibits an employer
from interfering with employee discussions surrounding their work conditions. Known as Section 7 and 8 rights, it protects
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conversations in concert with other employees around wages, hours of work, working conditions, the boss, etc. Employees
are also protected in their efforts to organize the workplace. Since the beginning of the Obama administration, the NLRB
has issued guidelines that warn employers against social media policies that would infringe on work related
communications. Many of the policies deemed illegal by the NLRB for restricting free speech rights were drafted by
high-end counsel at large corporations undoubtedly aware of employees’ NLRA Section 7 and 8 rights. The aggressive
stance by the NLRB seemed to take employers and their lawyers by surprise.
In many of the cases, the NLRB has reversed the termination of employees who disparage the company or act with
indifference for ownership or even fellow employees. Most of these companies never even considered the NLRA when
promulgating rules or disciplining employees. Don’t make that mistake.
If the social media policy does not explicitly restrict protected activities, it will only violate Section 8(a)(1) upon a showing
that: (1) employees would reasonably construe the language to prohibit Section 7 activity; (2) the rule was promulgated in
response to union activity; or (3) the rule has been applied to restrict the exercise of Section 7 rights.
Rules that are ambiguous as to their application to Section 7 activity, and contain no limiting language or context that would
clarify to employees that the rule does not restrict Section 7 rights, are unlawful (which is where most of these policies fail).
In contrast, rules that clarify and restrict their scope by including examples of clearly illegal or unprotected conduct, such
that they would not reasonably be construed to cover protected activity, are not unlawful.
Given the above guidelines, the NRLB found plenty of policies wanting. The NLRB offers a report that may provide some
guidance in creating employer policies, available at www.nlrb.gov/news/acting-general-counsel-releases-report-employ
er-social-media-policies.

The FTC and Social Media Watchdogs
The FTC wants to make sure blogs and other social media comply with fair disclosure requirements for public companies.
They also don’t want postings to go stale as it may cause investor confusion. The FTC has also issued guidelines restricting
the ability to use testimonials on blogs and other sites. Following a testimonial up with the phrase “results not typical” isn’t
enough — you must also reveal if you are paying, or being paid, for any endorsements. The FTC provides more information
about this at www.FTC.gov.
Social media itself acts like one big watchdog. As we have already mentioned there is no place to hide from scrutiny today.
Some groups and individuals make it their job to watch for corporate misrepresentations, half-truths and improper conduct
in their social media activities.
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What Employers Can Do
Survey Your Employees
There is much talk about employee engagement and how employer practices can affect it. What follows is a fairly
representative sample of the overall comments employees post about employer efforts to restrict social media
access:
Judge us on outcomes, not activities.
It’s creepy.
Don’t you trust us?
It’s so old school.
All my friends get to do it.
It’s how we communicate.
Zappos does it, why can’t we?
All games should be blocked.
I don’t know why anyone would waste their time doing it anyway.
If you have to worry about it, maybe you’re hiring the wrong people.
I need the release every once and a while.
Have you surveyed your employees to understand how they view social media restrictions? How does your policy
affect their overall level of engagement? Do you involve them in creating policy guidelines and policing appropriate
behavior?

Steps to Take
To avoid the pitfalls of social media risks, here are of eight steps a company can take to minimize their exposures
today.
1. If you have not yet done so, claim as many social media sites with your company or personal name as soon as
possible, so someone else doesn’t get to your name first.
2. If you are not already doing so, start monitoring your own social media websites by using Google alerts, Technorati,
and other tools. Companies should be concerned with comments and track-backs, which are back links to their site,
from an external media site. Make sure you respond to negative comments promptly.
3. Consider using employee monitoring software. Again, one of the fastest growing areas is forensic software which
can record and replay everything that has happened on the employee’s computer screen. If you don’t already have
Cyber Watch, Net Nanny, or other similar programs, you may want to consider this. As always, whenever you use any
type of employee monitoring, make sure to inform your employees, identify the legitimate business purpose, watch
for privacy violations, and then enforce any policies uniformly. Note that this won’t allow you to monitor social media
activity undertaken by employees on their mobile devices.
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4. Create a social media policy and communicate it to the entire company. Involve employees in formulating a
reasonable company policy. Make sure they acknowledge receiving the policy in writing, and then verify they comply
with it.
Remember, much of the social media use does not take place on office computers. Employees can use their cell
phones or other smart devices to easily access social media accounts. If an employee uses company equipment to
access his or her social media site, the company may have preserved the right to look into those communications. It
is more difficult to get access to records stored on an employee’s device without their permission or a court order.
5. Be clear about how social media is used in the hiring process. At some companies, the policy is recruiters and
managers may not peruse employee social media sites for fear of generating harassment and discrimination claims.
Since there is no law against viewing sites per se, more than half of companies take advantage of the ability to view
public social media sites. What they cannot do is engage in illegal conduct based on what they’ve learned from that
perusal. If by looking at an employee’s social media page, you find out they are gay or green or disabled and as a
result decide not to hire them, you may have just broken the law.
6. Have a plan or process for managing and responding to problems. As with any type of risk management planning,
think of some possible case scenarios for your business. Then, develop a plan for managing them. You can develop
an entire response protocol to manage negative or inappropriate blog postings about your company. You may be
surprised by the number of companies that allow damaging comments to remain on their blog sites, without
providing a timely, appropriate response.
7. Educate employees on social media. Help them understand how it works and the distinction with public and private
social media settings.
8. Last, check your company insurance coverages for cyber liability and other social media exposure overages.

Creating a Social Media Policy that Makes Sense
Specific concerns that should be discussed and included in any policy include:
Definitions. What is meant by social media? Exactly what do you consider to be a private, employee-based
communication versus a company-based one?
Use of Company Equipment. Are you letting employees use company property for personal reasons? If
so, which ones? When? Why? Within what limits? What about company issued smart phones?
Monitoring. Who’s watching what? What disclosures must be made? In a California Supreme Court case, the
privacy issue examined related to video monitoring. The rules set forth in that decision apply equally to social
media. According to the court, the employees involved “had a reasonable expectation under widely held
social norms that their employer would not install video equipment capable of monitoring and recording
their activities — personal and work-related — without their knowledge or consent.” In that case, the
employer was let off the hook, because the video breached no “private” matters affecting the employees. In
addition, the company had a legitimate business reason for installing the monitoring equipment.
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The court also indicated that even in the case of video and electronic recording devices, “California law
provides no bright line on offensiveness; each case must be taken on its facts.” This is true for the law
nationwide. The law is in a constant state of flux and plays catch-up given the rapid changes in technology.
Therefore, in almost any privacy case, a court will require the defendant to show that less intrusive alternative
means were not reasonably available to do the monitoring. Even if the intrusion is proper, once an employer
delves into matters not related to its business, it must stop on a dime. The court also reminded us that privacy
is not wholly lacking because the occupants of an office can see one another, or because colleagues,
supervisors, visitors, and security and maintenance personnel have varying degrees of access. The courts
consistently remind us that the fine line between information that is private — but accessible by employers
— will be decided on a case-by-case basis.
Accuracy of Information. Any post should be factual, timely, and within the employee’s scope of expertise.
If you’ll recall, the FTC caught Whole Foods CEO John Mackey, after he was found to have disparaged a
competitor while boosting his own company, by using a false identity on Yahoo’s message boards. This
resulted in a Securities and Exchange Commission (SEC) investigation and public humiliation.
Similarly, setting up fake blogs, known as “flogs,” is something for which Sony was chastised when it
created a blog allegedly written by a kid asking his parents for a Sony game console.
Personal Use. Since most employee use of social media is for personal reasons, its use should be restricted
to personal time. A study was conducted by Nucleus Research in Boston, examining the use of Facebook by
237 randomly selected employees. The study found that 87 percent of employees who spent time on their
Facebook accounts did not do so for business reasons. Rebecca Wetterman, Nucleus’ Vice President of
Research, concluded, “If your company is facing tight margins and low profitability, as many are now, then
how can you accept any work distractions that drain your overall productivity? While it won’t make you
popular, restricting Facebook can reclaim lost productivity. If your profitability is say 2 percent, this could be
the difference between staying open or closing shop.” Opinions vary widely, and contrary to the assertions of
Wetterman and Kennedy are those who say that if you do not allow employees to engage in these few
personal activities at work, you’ll have a difficult time attracting and retaining them — especially younger
workers. Which begs the question, why would you want to hire and retain employees bent on wasting time
while at work?
Training Requirements. Don’t assume most employees automatically “get” how to manage social media.
Devote segments for discussing social media risks in both harassment training and computer security
training. Discuss it in marketing meetings, and during the orientation process.
Manage Passwords and Access. In the 9th Circuit case of LVRC Holdings v. Brekk et. al, the court reviewed
whether access by a former employee constituted a violation of the Computer Fraud Abuse Act (CFAA), a law
essentially passed to protect against hackers. In this case, a former executive was given authorized access
while at work to the company’s servers. But apparently, that access was not cut off after his employment with
the company ended. The court ruled any activities he engaged in, prior to termination, were “authorized” —
although he was using such access to obtain materials for the company he was setting up to compete with
his employer. Surprisingly, the court also ruled such authorization was not legal after his employment with the
company had ended because the company hadn’t disabled it. From a criminal law perspective, the
organization could not provide sufficient evidence indicating there was unauthorized access after he was
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terminated. Numerous states have also passed laws prohibiting employers from asking employees for their
social media passwords either pre- or post-hire.
Create an FAQ. Many companies will also include a frequently asked questions document to accompany
their social media policy. Among the questions that could be asked and answered include:
What right does an employee have to access social media sites while on company time?
Can the company read personal messages sent by friends or relatives who are unaware of the policy?
What am I allowed to say about my workplace on my personal social media sites?
If I’m interested in promoting the company, what is the best way to do so?
What types of postings would the company deem inappropriate, so I can avoid them?
What are some specific examples of appropriate and inappropriate postings?
Managing problems. Start by identifying the “go to” team. Who is in charge when there is a problem?
IT? Legal? HR? Marketing? You probably should take a team approach, at least including someone from
each of these departments. Consider the following:
When you encounter a social media problem consider professional help. That help may be from a
lawyer, public relations expert, or security expert. Trying to manage a significant e xposure w ithout
professional help is a formula for disaster.
Be careful before disciplining employees. Go through a checklist approach to make sure you
won’t violate any EEO, privacy, NLRB, or other laws in the process. Seek professional guidance when
necessary.
Be careful when responding to third-party comments or other activities. Remember that any
response you give will live for all time and may end up as evidence in a lawsuit someday.
Responding to Comments. When assessing what approach to take with a blog comment, Facebook post,
tweet, or other social media post begin by asking whether it is a negative, neutral, or positive post. If it is a
positive or neutral one you can concur, let it stand, or provide positive feedback and then perhaps share it
with others. If it is a negative post it is important to first understand the source and agenda. For example if it
is a rant, joke, or malicious post on your site consider whether you will remove it. If it is a legitimate criticism
and you attempt to remove the post, the social media watchdogs will comment on that fact and chances are
the removal will exacerbate the exposure and damage. If it is not on your site it will be difficult to remove. You
can begin by requesting that the poster voluntarily remove it. If they won’t, many of the social media sites
have available protocols to request a removal although they may not be required to remove anything without
a court order requiring them to do so. Whenever an employee or customer expresses their dissatisfaction do
the best you can to straighten out the facts if they are inaccurate and then do all you can to respond to any
reasonable concerns. Timeliness and professionalism are of utmost importance when responding to social
media posts.
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The Seven Commandments of Social Media Use
Consider these “seven commandments” when creating social media policies for your organization:
1.
2.
3.
4.
5.
6.
7.

Do not let anyone else use your accounts.
Do not post anything vulgar, pornographic, libelous, hateful, or spiteful, or otherwise attack anyone’s race,
religion, national origin, sex, sexual orientation, disability, etc.
Do not represent the company on non-company sites without express permission.
The company owns the rights to any content generated by its employees on its sites.
Do not post third party content on company sites without express written permission from that third party.
Understand and abide by the terms of the company’s social media policy.
Lastly, please do post valuable insights, information, strategies, and tools that support our customers and
each other.

Conclusion
In summary, first understand social media is rapidly changing business communications both internally and externally. If you
ignore the power of social media you may find yourself at an irrelevant company with a career in jeopardy. How you interact
on social media sites directly affects both the company and career brand.
By its nature, social media demands transparency. It is harder than ever to hide from the truth. And that is a good thing.
Because of its opportunities and numerous risk exposures, it is smart to both have a policy and a plan for managing social
media. These should include the education and monitoring of employee posts and comments.
Since these exposures are real, and you can get hit with them even if you attempted to do everything right, make sure you
have appropriate insurance coverages.
Last, identify a go-to response team which should include IT, human resources, marketing, and other executives as well as
outside experts.
For more information on social media, see Social Media in the Workplace on ThinkHR Comply. Look for sample language
for social media use policies in our Forms and Policies section. Federal guidelines for government use of social media can
be found in the Guidelines for Secure Use of Social Media by Federal Departments and Agencies.
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